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EXECUTIVE SUMMARY

While multi-cloud deployments speed digital transformation, they can also introduce
complexity for enterprises. These deployments can originate from a variety of scenarios,
from acquisitions and vendor lock-in avoidance to tailored services built for specific use
cases. Connecting the people, places, and things within modern hybrid work
environments across an enterprise also expands attack surfaces inside and outside of
network perimeter walls.

Bad actors are becoming more sophisticated, and an overwhelming majority of attacks
leverage domain name system (DNS) to install malware, DNS tunneling to steal
sensitive data, and lookalike domains to perpetuate phishing schemes. Furthermore,
domain generation algorithms (DGAs) are often used to avoid typical threat intelligence.
This attack infrastructure leverages the flexibility and scalability of application
architectures. However, with the right set of tools and infrastructure-centric threat
intelligence, enterprise network and security professionals can also use DNS to
increase visibility, identify attacker infrastructure, and thwart attacks before they occur.

Most point security offerings are incomplete, creating blind spots that diminish visibility
and allow attackers to exploit vulnerabilities. Enterprises require proactive, powerful
security solutions that can reveal and eliminate cyberattacks before they occur while
also mitigating and reducing the mean time to resolution of attacks that do materialize
— all managed across platforms and domains, spanning on-premises, network edge to
cloud. It’s a tall order.

DNS Detection and Response has the potential to deliver on all fronts. After all, all
communications start with a DNS query, and DNS is a critical service in every
enterprise network. DNS also contains user and device access history information,
serving as an effective visibility tool and control point to detect malicious traffic and
block unwanted communications.

Moor Insights & Strategy believes that DNS Detection and Response delivered through
Infoblox offers enterprises an optimal solution. It provides a proactive security capability
that is built and optimized for the growing convergence of networking and security,
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widespread adoption of SaaS applications that support distributed work and operational
models and movement to the cloud for scale, cost, and resiliency considerations.

THE VALUE OF A DOMAIN NAME SYSTEM APPROACH FOR SECURITY

DNS is a fundamental element of network communications. The convergence of
networking and security presents a unigque opportunity to leverage the power of DNS
given it converts domain names into IP addresses used for all communications over the
internet. Access types include laptop PCs and tablets, mobile devices such as
connected scanners and readers, 10T sensors, and OT and industrial control systems
(1cs).

The variety and scale of IoT and OT devices communicating over the Internet include
embedded operating systems and headless configurations, which create deployment
and security management challenges. DNS, dynamic host configuration protocol
(DHCP) and IP address management (IPAM) services can ultimately come together to
provide a wholistic platform to solve the challenges of common network infrastructure
complexities and eliminate outages. The integration of these features with cloud service
provider (CSP) services also delivers true multi-cloud management and security across
disparate cloud networking architectures. This portfolio of functionality simplifies
management, integrating on-premises infrastructure across a single pane of glass,
drastically improving threat visibility and hardening security.

Organizations of all sizes are adopting a zero-trust approach to security based on the
NIST cybersecurity framework. In this approach, no device is implicitly trusted, and, by
default, access is authenticated to users and applications versus a flat network. DNS
can be tightly integrated into zero-trust architectures to improve security resiliency
because all cross-domain traffic requires resolution of a domain name with DNS
services. DNS can effectively provide a secondary layer of coverage, further
safeguarding organizations and ensuring the highest levels of business continuity.

WHY INFOBLOX

Today, Infoblox says it is the only security infrastructure provider that offers a DNS
Detection and Response (DNSDR) solution that marries a DNS approach to security
that is an integral part of an overall extended detection and response (XDR) strategy.
To this end, Infoblox claims that it can locate attacker infrastructure as it is created in
near real-time, stop many threats before they materialize, and mitigate breaches faster
with reduced mean time to resolution through DNS-tuned intelligence. This capability is
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supported by the company’s investment and development of unique threat research that
marries data science and DNS expertise at scale to analyze suspicious domains, often
months in advance of weaponization. Furthermore, Infoblox’s threat intelligence
platform supports robust threat intelligence data exchange (TIDE) and Al-driven
analytics to speed evaluation and breach remediation.

FIGURE 1: INFOBLOX'S EXTENDED DETECTION AND RESPONSE
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Diving deeper, Infoblox’s DNSDR solution, BloxOne Threat Defense, detects and
prevents communication with malicious sites and domains that are controlled by
attackers. It accomplishes this task using original DNS-centric threat intelligence and
enforcement of response policies on suspected domains — leveraging contextual
reporting, alerting, query monitoring, and logging of suspected endpoints. Additionally,
Infoblox’s tight integration between DNS and DHCP enables robust analytics
capabilities. This includes facilitating the communication of detected security events,
including user and device context, as well as infrastructure service and network device
authentication, to compile actionable insights related to who, what, where, and when
details.

BloxOne Threat Defense also integrates with other security ecosystem tools like
NGFWs, SIEM/SOAR, Vuln scanners and IT services management (ITSM) platforms
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such as ServiceNow. The end result is improved security efficacy and a high degree of
automated response that has the potential to dramatically improve security defense
outcomes.

Moor Insights & Strategy believes that Infoblox is raising the bar for proactive security
defense. Its success is evidenced by 13,000 customer deployments including 70%+ of
the Fortune 1000 over its 25-year history — with 25 million malicious and suspicious
domains identified in the past year alone.

CALL TO ACTION

Bad actors are becoming more sophisticated, and an overwhelming majority of attacks
leverage DNS schemes. However, DNS security can be deployed by enterprise network
and security professionals to increase visibility, identify attacker infrastructure before
weaponization and thwart attacks before they occur, all within zero-trust security
frameworks.

Moor Insights & Strategy believes that DNSDR delivered through Infoblox is well
positioned to deliver what enterprises require in a complete security solution. BloxOne
Threat Defense detects and prevents communication with malicious sites and domains
that are controlled by attackers, provides high fidelity threat intelligence and Al-powered
analytics, and can be deployed at scale and managed easily on-premises and through
multi-clouds with security ecosystem tool integration and a consolidated management
console.
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